«OCTOPOXXHO, MOLLIEHHNKMN!»

B ycnoBusx passutusa LUMGPOBOIA SKOHOMUKM, 3NMEKTPOHHBIX NIATEXHbLIX CUCTEM
MEePCOHa/IbHBIX 3/IEKTPOHHbIX YCTPOMCTB M VIHTEpHeTa CTpPeMUTENbHO BO3POC/O
KOMIMYECTBO COBEPLLEHHbIX C X UCMNONb30BAHMEM MPECTYMNIEHWIA.

CoBepLUeHN0 JaHHOW KaTeropuv MNpecTyn/eHnin Cnoco6CTBYHOT A0BEPUMBOCTD
rpaxaaH, HeaocTaTovyHas WX OCBEAOM/IEHHOCTb M MPeHebpeXXmnTesibHoe OTHOLLEeHWe
K 3/1eMeHTapHbIM rnpasuiam 6e30nacHOCTW.

Ona  npefynpexaeHns nNpoTMBOMPaBHbIX AEWCTBMIA MO AWCTaHLMOHHOMY
XWULLEHNIO fleHEeXHbIX CPeACTB BaXKHO 3aMOMHUTL ClefyroLLee.

CoTpyaHMKM 6aHKa Mo TeneOoHy WK B 3/IEKTPOHHOM NMUCbME He 3anpallnBaroT:

* MepcoHasibHble CBefeHUs (cepus M HOMepP nacrnopTta, agpec perucrpauumu,
UMS U haMuUnnga BnagenbLa Kapbl);

* pekBu3UTbI, cpok denctens, MNH- n CVV-koabl 6aHKOBCKUX KapT;

e napom umm koAbl 13 CMC-cooOLLeHNn ana NOATBEPKAEHUSA (DMHAHCOBbLIX
orepauuii anm nx OTMeHbI;

e JIOTWH X Napo/b ANA BXOAa B INYHbIA KaOMHET K/MeHTa baHKa.

CoTpyAHMKM 6aHKa TakXKe He Mpea/iarator:

* YCTAaHOBWUTb MNpOrpaMMbl YyAaneHHoOro Aoctyna (MAM  WHble CTOPOHHME
MPUIOXKEHNSA) HA MOOWIbHOE YCTPOMCTBO M PaspeLllnTb MOAK/IHYEHNE K HUM
Mof NpeasioroM TeEXHUYECKON NoAaepKKu (Hanpumep, yaasieHne BUPYCOB);

* MepenTn No ccobinke n3 CMC-coobLueHus;

* BKIKOUYUTbL Mepeajpecaumio Ha TenejoHe KAMeHTa 1S COBepLUeHUS
B jd/IbHeliLLeM 3BOHKA OT ero MMeHu B 6aHK;

* Mnog WX PYKOBOACTBOM TMepPeBecTU /11 COXPaHHOCTM [AeHeXHble CpeacTBa
Ha «3alUMLEHHbIE» UK «Be30nacHble» CUETa;

* 33TV B OHNaiH-KabuHET no ccbinke n3 CMC-coobLeHNs UM 3NeKTPOHHOIO
nMcbMma.

BaHK MOXeT MHUUMMPOBaTb O6LLEHVE C KIMEHTOM TOMIbKO AJ19 KOHCY/bTauui
Mo npeaocTasnseMblM ycnyram. [lpy 3TOM 3BOHKM COBEPLUAKOTCA C  HOMEPOB,
yKa3aHHbIX Ha 0OOPOTHOM CTOPOHE KapTbl, HA OPUUMA/bHBIX calTax U 6aHKOBCKMX
AOKYMeHTax. VIHble HOMepa He MMEKT HUKAKOrO OTHOLLEHNSA K GaHKy.

UTtobbl He CTaTb )KepTBOM AWCTAHUMOHHONO MOLUEHHMYeCTBa  Criedyet
MCMO/b30BaTh TOMILKO OPULIMabHbIE KaHa/bl CBA3N:

* (bopMbl 06pPATHOW CBA3M Ha calTe 6aHKa 1 B MOOWUIbHOM MPUIOXKEHWN;

e Tened)oHbl ropsAUNX NIUHWUIA

* rpynnbl NN 4aT-60Tbl B MecCeHKepax (eC/M TaKOBble UMEHOTCS).

BaXXHO MOMHUTb, YTO MOOGW/bHbIE MPUIOXKEHNSA OaHKOB CrieflyeT CKayuBaTb
yepes ohmumanbHble marasuHbl (App Store, Google Play n T.n.).

HeobxoAMMO yuuTbIBaTb, YTO [JepxaTeslb KapTbl 0053aH CamMOCTOATENbHO
obecneynTb KOHCbI/I,EI,eHLI,I/IaIIbHOCTb €€ PEKBU3NTOB N B 3TOW CBSA3M Mn3berathb:

* MOAK/OYeHMS K 00LWwefoCcTynHbIM ceTam Wi-Fi;

e ucnonb3oBaHua [NMMH- min CVV-KogoB Npu 3akase TOBapoB U YyCnyr

yepes ceTb «/IHTEpPHET», a TakXke Mo TeneoHy (thakcy);
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* COO6LLEHNA Ha3BaHHbIX KOAOB TPeTbUM nnuam (B NPOTMBHOM Cllyyae Ntobble
oriepauumn, COBepPLUEHHbIE C UX UCMO/b30BaHWEM, CUUTAKOTCA BbIMOTHEHHbLIMM
caMuM [iep>kaTefilemM KapTbl M He MOTYT ObITb ONPOTECTOBAHBI).

Mpy wncnonb3oBaHMM 6GaHKOMATOB OTAaBailTe MpeAnoYvTeHWe TeM, KOTopble
YCTaHOB/EHbI B 3alMLLEHHBLIX MecTax (Hanpumep, B rocy4vpexxaeHusx, opucax 6aHKoB,
KPYMHbIX TOProBbIX LieHTpax). lNMepef ero Mcnonb3oBaHWEM, OCMOTpUTe M ybeauTecs,
YyTO:

* BCe Onepauumun, coBepLUaemMble NPeablayLMM KIMEHTOM, 3aBEepLLEHbI;

* Ha KnaBuatype 1 B MeCTe [/19 NpYemMa KapT HeT AONO/HUTENbHBIX YCTPOWCTB;

* OTCYTCTBYHT HEUCMPaBHOCTU U UHbIE MOBPEXAEHNS.

CoBepLuas onepauuu, He NPUC/YLUMBANTECb K COBETaM HE3HAKOMbIX /Oein
W He NPUHMMAIATE NX MOMOLLLb.

Mpy  UCMONb30BaHUM  COTOBbLIX  TeneoHOB  (CMApPTOHOB)  cob6/OaanNTe
ClefytoLLme npasuna:

* MpVY YCTAHOBKE MOOW/IbHBIX MPWNOXeHWA obpalwjaite BHMMaHVWE Ha
MOTHOMOYMS, KOTOpble OHW 3anpalimsatoT. ByabTe 0COOEHHO OCTOPOXKHbI,
eCM MPUIOKEHNE MNPOCUT MNpaBa Ha UTEHME afpPecHON KHWUMK, OTMpPaBKy
CMC-CO0OBLLEHWNIA 1 UHBIX YBEAOMNEHWIA, AOCTYN K CETU «HTEPHET»;

* OTK/IOUMTE B HaCTpOMKax BO3MOXHOCTb WCMO/Mb30BaHWA  0O/10COBOrO
yrnpas/ieHUs Npu 3a6/I0KMPOBaHHOM 3KpPaHe;

* He nepexogute no ccbinkam u3 CMC-yBeJOMNIEHWNIA, pPa3/IMYHbIX 4aToB
N MeCCeHKepoB, He yb6eauBLUMCb B WX AOCTOBEPHOCTWU (repe3BaHuBaiTe
MOASM UX NPUCNABLUMM);

* He [MepeuncnsniTe [eHeXHble CpPeAcTBa  3HAKOMbIM,  POACTBEHHMKaMU
M 6MM3KMM fIMuaM Ha UMX MpocbObl O MepeBofe [AeHeXHbIX CpeicTs
ns  CMC-yBeJOMIEHNA,  pPa3IMYHbIX  4YaTOB W MECCEH[KepOB,
He yb6eamBWMCb B WX  [AOCTOBEPHOCTM  (Nepe3BaHMBaWTe  MO4AM
UX MPUCNABLLUM);

[Mpy MCMosb30BaHUM WHTEPHET-CEPBUCOB, B TO YMC/E A1 MOKYMKA N MPOAKN

TOBapOB M OKasaHus ycnyr (AsuTo, KOna 1 T.1.) 3anoMHUTe pag NpocTbIX Npasu:

* MCNONb3YKTE CpeacTBa 00LLEHNA, NpefoCTaB/eHHble JaHHbIMW canTamu;

* He NepexoauTb Ha «MHAMBUAYya/IbHOE» O00LleHMe C MOCTOPOHHMMW LamMm
C CMO/Ib30BaHNEM INYHBIX HOMEPOB TeNe)OHOB;

* He nMepefaBaiTe CBOM MepPCOHaNIbHbIE [aHHble, B TOM u4uMcna afpec
MPOXMBAHWS, KOHTaKTHble TenedoHbl, 6GaHKOBCKME PEKBU3UTbI U KOfbl
MOATBEPXKAEHNSA 6aHKOBCKMX Onepawuii;

* UCMOMb3yiTE TOMIbKO MOPAJOK K (DOPMbl OMMatbl, MONYYEHUS TOBApOB,
NpesyCMOTPEHHbIE AaHHbIMWU UHTEPHET-CEPBUCAMM.

Mpy onnaTe ToBapa WM YCnyr B CeTu «VIHTEpPHeT» (OCOOEHHO Mpu MpUBA3Ke

K PerynspHbiM njareXxxam WM akkayHTam) TpebyeTcs BCerja Y4yuTblBaTb BbICOKYHO
BEPOSATHOCTb Mepexofa Ha MNoAJeSibHbIA  CalT, CO34aHHbIM AN KOMMpoMeTaumu
K/TIMEHTCKMX AaHHbIX, BKNOYas NaTeXHble KapTOYHbIE JaHHbIe.

AN MUHUMM3ALMM  BO3SMOXKHBLIX — XMLUEHWIA NpU  NPOBEAEHUM  Onepauuii

C UCMOMb30BaHNEM CETU «/IHTEPHET» PEKOMEHYETCS:
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* 0(hopMUTbL BUPTYaSIbHYHO KapTy C YCTaHOB/EHWEM pa3mepa UHAMBUAYaIbHOIO
NNMWTA, OrpaHMYMBAtOLLEro oOnepauMn, B TOM 4MC/e C UCMO/Ib30BAHUEM
APYrux 6aHKOBCKUX KapT;

* BHMMaTeNbHO u4mTath TekCTbl CMC-CO06WEHNA N UHBIX YBELOM/EHUM
C KOAamu MOATBEPXKAEHWA, NPOBEPATb PEKBM3UTLI Onepaunii. ECin pekBu3nTbI
He COBMajaroT, TO TaKoW Maposib BBOAUTb HEMb3S.

Korga 6aHK cuuTaeT coBepllaeMble OT MMEHM K/MEHTa  onepauum
MOAO3PUTENbHBIMKW, OH MOXKET MO CBOE MHULMATIBE BPEMEHHO 3a6/10KMPOBaTh LOCTYI
K cepucam CMC-6aHKa 1 OHnaiH-kabuHeTa. Ecnv onepauuy coBepLUeHbl fep)XaTenem
KapTbl, 415 ObICTPOro BO30OHOBNEHUA AOCTYyNa K AEHEeXHbIM CpeAcTBaM A0CTaTOYHO
MO3BOHUTb B KOHTaKTHbI LIEHTP 6aHKa.

B cnyyae yTepu uam CMmeHbl HOMepa TefiehoHa, MPUBSA3AHHOIO K GaHKOBCKOM
KapTe, He0OX0ANMO:

* CBA3aTbCA C 6AHKOM Ana OTKOUeHUs yenyrn CMC-yBeoMIEHUS;

* 3a0/10KMpOBaTb CUM-KapTy, 06PaTUBLLMCHL K COTOBOMY OMepaTopy.

Mpy  BO3HWKHOBEHUW MaNeMnX MOLO3PEHNI HacyeT npeAnpUHUMAEMbIX
MOMbITOK COBEPLUEHNA  MOLLUEHHWYECKUX [OeACTBUIA  CreflyeT  He3aMeLnUTesIbHO
yBeOM/1ATb 06 3TOM 6GaHK.

CobnofeHe NpUBEAEHHBIX Mep U PeKoMeHZauumii Mo3BOIMT MpPefoTBPaTUTb
C/lydau AUCTaHUMOHHOIO XULLEHUS AeHEXHbIX CPeACTB.



